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ROLE PROFILE
	Job: Data Protection Lead
	Reports to: Group Company Secretary 
	Tier:  3



	Job Purpose: 
To support the Group in meeting its data protection obligations by providing expert advice on Data Protection matters and ensure that sound policies, procedures and systems are in place so that YHG is able to demonstrate compliance with data protection legislation including the General Data Protection Regulations.

 
	Key Competencies:

· Impact & Influence

· Results Focus

· Interpersonal Understanding 

· Commercial Focus

· Meeting Customer Needs

· Gathering/Seeking Information

· Building Relationships

· Future Focus

· Problem Solving and Decision Making

· Flexibility & Resilience


	Key Responsibilities:
Advice / Consultative Role

· Ensure that YHG and its subsidiaries comply with Data Protection (DP) law and best practice by translating law and regulations into practical policies and procedures.

· Work with teams across YHG to identify, test and improve controls on the confidentiality, integrity and availability of personal data.

· Be the first point of contact for enquiries from employees on DP and subject access requests, providing them with appropriate advice and guidance.

Compliance

· Work closely with colleagues to translate the DP policy into operational procedures for customer facing employees to use.

· Undertake proactive work and enforcement measures that promote good DP working practices and compliance with GDPR requirements.

· Consider accreditation to external codes and protocols that may help to demonstrate aspects of compliance with the main regulations.

· Create registers as required by legislation. 

· Evaluate technical aids that support compliance.

· Carry out DP audits and spot checks to monitor compliance.

· Ensure subject access requests are responded to within the prescribed timescales.

· Work with ICT and other departments to collate information to respond to subject access requests.

· Deal with DP complaints.

· Design the documentation needed for use within procedures ensuring consistency and compliance across the Group. 

· Design and maintain incident and breach /data loss management processes, including appropriate escalation and notification mechanisms

· In conjunction with the Governance team, maintain registration details and other legislative requirements

Third Parties

· Examine arrangements for third parties who process personal data on behalf of YHG to ensure compliance with GDPR.

· Ensure that information sharing with partners/suppliers is lawful, falls under appropriate protocols and codes and is reflected in suitable contracts or agreements.

Risk

· Ensure that managers are aware of the risks associated with the handling of personal data including monitoring through the risk register.

· Maintain a risk assessment process for personal data including DP Impact Assessments.

Training

· Work with the Learning and Development team to develop and implement suitable training programmes to achieve compliance.



	
	Essential
	Desirable

	Knowledge skills & experience


	Experience in a data protection or related role and working with a range of internal customers.

Knowledge of current data protection legislation including GDPR. 

IT literate (Microsoft Office, Outlook, Word and Excel).  
Excellent communication skills along with independence, self-motivation, analytical skills, attention to detail, time management skills and ability to work under pressure to meet deadlines.

An ability to think proactively, making a significant contribution to the development of the internal control environment and associated procedures and processes. 

Strong interpersonal skills including an ability to interact effectively at all levels within the organisation.

Ability to travel to any of the Group’s office locations.
	Experience of working with outside agencies including regulators and Legal advisors.



	Specific Role Accountabilities for People, Finance and Policy( ie accountability for managing a team/ budgets etc)
	Responsible for the development and implementation of processes and procedures to ensure compliance.
	

	Key Relationships (internal/external)

	· Governance, Risk & Assurance Team

· IT/Information Security 

· Human Resources

· Operations

· Finance

· Information Commissioners Office
	

	Qualifications

	Practitioner in Data Protection Certificate or equivalent
	

	Safeguarding of Children Young people and Vulnerable Adults 

Your Housing Group is committed to safeguarding and promoting the welfare of children, young people and vulnerable adults and expects all staff to share this commitment. 

As a Your Housing Group employee, it is your responsibility to attend safeguarding training in accordance with YHG safeguarding training strategy and to be aware of and work in accordance with the YHG safeguarding policies and procedures and to raise any concerns relating to such procedures which may be noted during the course of duty.


YHG Values:    Passion
Pride
Creativity
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