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Cyber Security Analyst

F Home Worker 1
YHG aspires to be a model of good practice
for legislation with which it must be
compliant. Committed to protecting YHG ICT
Vv resources, customer and colleague data and
business critical services from malicious
external and internal cyber threats,
consistent with YHG’s approved Cyber
Security Strategy.

Working with ICT colleagues and
stakeholders across YHG to assist in the
delivery of security recommendations and
improvements.

ICT Security & ICT Security & Sur?por'tmg the ICT Security Lc-.:ad by
delivering on key KPI’s, ensuring a strong
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level of security maturity is maintained.

Support the ICT Security Lead in the delivery of a security awareness programme across YHG through tailored
training and phishing campaigns
Manage security tickets raised internally in a timely and professional manner

Assist in the development and improvement of Incident response capabilities across YHG

Work with internal stakeholders to prioritise and remediate vulnerabilities raised through Qualys
Support the ICT Security lead with the delivery of security improvement projects

Attend Security and Sector specific forums to maintain a relevant, up to date security knowledge base

Aid in the management of third-party risks through our risk management platform, ensuring suppliers and partners
are up to date and compliant
Support in the regular reporting of Security KPI’s to be delivered to key internal stakeholders

Deliver planned actions to ensure YHG remains compliant with relevant industry standards

We are authentic,
open and dependable;
and we do what we
say we'll do.

We listen to people,
and strive for equity
and inclusivity in all
that we do.

Through our passion for housing, more have a place to call



@ your-housing-group

@ @yourhousing

Communicate security information clearly
to both technical and non-technical
stakeholders

Follow processes closely under pressure

Adapt and keep up with the ever-
changing security landscape

Knowledge of Cyber Security Principles
and best practice

Security qualifications such as Security or
evidence of working towards them

An understanding of security frameworks
such as NIST and Cyber Essentials

A degree in an IT related discipline i.e.
Cyber Security

Full UK Driving Licence & use of a vehicle

@ yourhousinggroup.co.uk YHGTV

yourhousinggroup

@ @Your_Housing

Assist with continuous optimisation and improvement of the YHG security toolset

Undertake additional duties appropriate to the role and/or grade.

Analyse complex issues and in turn suggest structured
approaches to remediate them

Strong time management and task prioritisation skills

A keen eye for attention to detail, ensuring work
completed is accurate

Working knowledge of a range of security tools across
different domains

Experience managing tickets, incidents or vulnerabilities

Exposure to Incident and Vulnerability management
platforms

Experience working in a regulated environment
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